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Introduction

DDoS assaults can flood your network with malicious traffic, bring down applications and prevent
legitimate users from accessing services.

The good news is there is plenty you can do about it. While you can’t predict when an attack will
happen, following the steps outlined in this guide will allow you to minimize the impact of the
attack, recovery quickly and ensure it doesn’t happen again.

The guide is divided into three parts:

1. Before the Attack — what to protect yourself before an attack. These steps can be taken even if you have never
faced attack before.

2. During an Attack - what to do when you are attacked, and how to reduce its impact.

3. After an Attack — what to do after the attack is over, and how to make sure you are better prepared next time.
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Part I: Preparing for an Attack

Step 1: Excessive Map Vulnerable Assets
The ancient Greeks said that knowing thyself is the beginning of wisdom. The same logic applies to protection
against DDos attacks.

The first step to securing your assets is to know which assets there are to be secured. Begin by listing all external-
facing assets which could be attacked. This list should include both physical and virtual assets:

70 Physical locations & offices
Data centers

Servers

Applications

IP addresses and subnets

Domains, sub-domains and specific FQDN'’s

A N N N N N

Mapping externally-facing assets will help you construct a threat surface and identify points of vulnerability.

Step 2: Assess Potential Damage
Determine what each asset is worth to properly allocate money/resources for protection.

Keep in mind that some damages are direct, while other may be indirect. Some of the potential damages from a
DDos attack include:

7/ Direct loss of revenue - if your website or application is generating revenue directly on a regular basis, then
any loss of availability will cause a direct loss of revenue. For example, if your website generates $1 million a
day, then every hour of downtime, on average, will cause over $40,000 in damages.

7 Loss in productivity — for organizations which rely on online services, such as email, scheduling, storage,
CRM or databases, any loss of availability to any of these services will directly result in loss of productivity.

71 SLA obligations - for applications and services that are bound by service commitments, any downtime can
lead to breach of SLA, resulting in refunding customers for lost services, granting service credits, and even
potentially facing lawsuits.

7 Damage to brand - availability and the digital experience is increasingly tied to a company’s brand. Any loss of
availability as a result of a cyberattack, can directly impact a company’s brand and reputation. Twenty percent
of organization’s report experiencing reputation loss following a cyberattack, according to Radware research.
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When evaluating potential damage of a DDos attack, assess vulnerable assets individually. A DDos attack against a
customer-facing ecommerce site will have a different impact than an attack against a field office. After you assess the
risk to each asset, prioritize them according to risk and potential damages. This allow you to prioritize protection and
determine which type of protection is required.

Step 3: Assign Responsibility

Aftering assigning a monetary value to each asset, determine who is responsible for protecting them.

7 Is DDoS the responsibility of the network administrator since it affects network performance?
A s it the responsibility of application owner since it impacts application availability?
7 Is it the responsibility of the business manager since it affects revenue?

A Is it the responsibility of the CISO because it is a type of cyberattack?

A surprising number of organizations don’t have defined areas of responsibility regarding DDoS protection. This
can result in exposed assets because DDoS defenses “fall between the cracks.”

Step 4: Set Up Detection Mechanisms

Now establish detection and alert notifications when your organization is attacked. After all, you don’t want your
customers — or worse, your boss — to be the ones to tell you that your services and applications are offline.

Detection measures can be deployed either at the network- or application- level. Make sure these measures are
configured so that they don’t just detect attacks, but also alert you when something bad happens.

Step 5: Deploy A DDoS Protection Solution

Finally, deploy or upgrade your protection.

DDos protection is not a one-size-fits-all proposition, and there are many types of protection options based on
the characteristics, risk and value of each individual asset.

On-demand cloud mitigation services are activated only once an attack is detected. They require the lowest
overhead and are the lowest cost solution, but require traffic diversion for protection to activate. as a result, they
are best suited for cost-sensitive customers and services that are not mission-critical, and customers who have
never been (or are infrequently) attacked, but want a basic form of backup.

Always-on cloud services route all traffic through a cloud scrubbing center at ;
all times. no diversion is required, but there is minor added latency to requests. Download The Guide
This type of protection is best for mission-critical applications which cannot Understand The DDoS

afford any downtime and organizations which are frequently attacked. Solution Landsca pe

Hardware-based appliances provide advanced capabilities and fast-response to Learn More
of premise-based equipment. However, an appliance, on its own, is limited in its
capacity. They are best used for service providers who are building their own
scrubbing capabilities or in combination with a cloud service.

Hybrid DDoS protection combines the massive capacity of cloud services
with the advanced capabilities and fast response of a hardware appliance.
Hybrid protection is best for mission-critical and latency-sensitive services
which require protection against volumetric, application-layer and encrypted
traffic attacks and cannot afford any downtime at all.
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Part ll: During an Attack

There are important measures you can take while you are under attack which will help minimize its impact —
regardless of whether or not you already have DDos protection deployed.

By following the steps outlined below, you can minimize the impact of an attack, accelerate the recovery and help
prevent future assaults.

Step 1: Alert Key Stakeholders

It is often said that the first step in fixing a problem is recognizing that you have one. To that end, alert key
stakeholders within the organization of the attack and steps that are being taken to mitigate it.

Examples of key stakeholders include the CISO, security operations center (SoC), IT director, operations
managers, business managers of affected services, etc. Keep the alert concise but informative.

Key information should include:

7 What is happening

A When the attack started

70 Which assets (applications, services, servers, etc.) are being impacted
A Impact to users and customers

7 What steps are being taken to mitigate the attack

Keep stakeholders informed as the attack develops and/or new information becomes available. Keeping key
stakeholders informed avoids confusion, uncertainty and panic and helps coordinate efforts to stop the attack.

Step 2: Notify Your Security Provider

You will also want to alert your security provider and initiate steps on their end to help mitigate the attack.

Your security provider could be your internet service provider (ISP), web hosting provider or a dedicated security
service. Each vendor type has different capabilities and scope of service. Your ISP might help you minimize the
amount of malicious network traffic reaching your network, whereas your web hosting provider might help you
minimize application impact and scale your service accordingly. Likewise, security services will usually have
dedicated tools for dealing with DDos attacks.

Even if you don’t already have a predefined agreement for service, or are not subscribed to their DDoS protection
offering, you should nonetheless reach out to them to see how they can assist.
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Step 3: Activate Countermeasures
If you have already have anti-DDoS countermeasures in place, activate them.

One approach is to implement IP-based access Control lists (aCls) to block all traffic coming from attack sources.
This is accomplished at the network router level and can usually be accomplished by either your network team or
your ISP. This is a useful approach if the attack is coming from a single source or a small number of attack
sources. However, if the attack is coming from a large pool of IP address, this approach might not help.

If the target of the attack is an application- or a web-based service, you could limit the number of concurrent
application connections. This approach is known as rate-limiting and is frequently the favored approach by web
hosting providers and CDNSs. Note that this approach is prone to high degrees of false positives because it cannot
distinguish between malicious and legitimate user traffic.

Dedicated DDoS protection tools will give you the widest coverage against DDoS attacks. DDoS protection
measures can be deployed either as an appliance in your data center, as a cloud-based scrubbing service, or as a
hybrid solution combining a hardware device and a cloud service.

Ideally, these countermeasures will initiate immediately when an attack is detected. However, in some cases,
certain tools — such as out-of-path hardware devices or manually-activated, on-demand mitigation services —
might require the customer to initiate them manually.

As mentioned previously, even without a dedicated security solution, most security services allow for emergency
onboarding during an attack. This typically carries a hefty price, or an obligation to subscribe to the service later,
however this might be necessary if you have no other option.

Step 4: Monitor Attack Progression

Throughout the attack, monitor the progression of the attack to see how it develops. This should include:

A What type of DDoS attack is it? Is it a network-level flood or an application-layer attack?

7/ What are the attack characteristics? How large is the attack, both in terms of bits-per-second and of
packets-per-second?

A Is the attack coming from a single IP source or multiple sources? Can you identify them?

A How does the attack pattern look like? Is it a single sustained flood or is it a burst attack? Does it involve a
single protocol or does it involve multiple attack vectors?

A Are the targets of the attack staying the same or are attackers changing their targets over time?

Tracking attack progression will also help you tune your defenses to stop it.

Step 5: Assess Defense Performance
Finally, as the attack develops and countermeasures are activated, assess their effectiveness.

Your security vendor should provide a service level agreement document which commits their service
obligations. Ensure they’re meeting their SLAs and whether there is an impact to your operations. If they’re not,
or not able to stop the attack whatsoever, now is the time to assess whether you need to make an emergency
change to your service.
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Part llI: After The Attack

Recovering from a DDoS attack is not simple, but once an attack is over, assess the impact, evaluate your
defenses and prepare for the next time.

Step 1: Analyze The Attack

Once the attack is over, it’s time to analyze it. Your service provider should provide most of this data. Internal
network and application system logs should provide additional information. Key questions to ask will include:

7 What assets were attacked? Did it target your entire network or specific servers/services?

A What were the attack characteristics? Was it a single sustained flood or did it employ sophisticated attack
methods such as multi-vector attacks, dynamic IP spoofing or burst attacks?

N

What attack protocols and patterns were used?

7/ What was the peak amount of network traffic, both in terms of data (bits per second) as well as requests
(connections per seconds)?

A

Did the attack impact the network layer and/or the application layer?
7 Did the attack include encrypted traffic or protocols?
7/ How long did the attack last?

Step 2: Assess Damages

Understand how the attack impacted you. This is key to understanding the “cost” of the attack, which influences
how much you’re willing to spend to prevent future assaults. Consider the following:

71 Was the attack stopped or did it penetrate your defenses, either entirely or partially?
Which services were impacted, to what extent and for how long?

A
7 What was the net monetary damages (i.e., lost revenue, productivity time, etc.)?
A

Were there any indirect damages, such as a devaluation or loss of intellectual property, increase in insurance
premiums, damage to trade name, etc.?

A

Did users experience any impact as a result of the attack, either due to the attack or due to defensive
measures (false positives)?
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Step 3: Identify Weak Spots

Next, identify any vulnerabilities in your defense.

A Did any attack/malicious traffic get through? If so, how much?

70 Were there certain attack vectors that were more successful than others? More specifically, were certain
attack patterns more successful than others?

71 Were there any targeted resources (networks, servers, applications, etc.) that were impacted more than
others? For example, were certain resources that were able to fend off the attack versus others?

2/ Did legitimate users experience any false positives? What was the ratio of legitimate traffic to malicious traffic
that was stopped (or allowed to go through)?

By identifying weak spots, you should be able to understand what resources and/or services were impacted and
why and which types of attacks were most effective.

Another key element to look at is false positives. If your security solutions are deployed too broadly, this can lead
to false positives. Identifying weak spots in your security allows you to address them in the next steps.

Step 4: Verify Security Vendor SLAs

If you have a preexisting DDoS mitigation service in place, now is the time to check they met their SLA
commitments. There are a number of key metrics that can verified and measured to ensure protection against
DDoS attacks:

SLA Metric Explanation

How quickly was the DDoS attack detected from the time it began?

How quickly did your security vendor alert you once they detected the attack?

How quickly was traffic diversion initiated once an attack was detected?

(note that this only applies to services based on an on-demand cloud service.)

How quickly was the attack mitigated once it was detected?

What was the ratio between malicious traffic that was allowed through versus
malicious traffic that was blocked?

Were defenses available and online?
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Any capable DDos protection service will commit to all six of these metrics.

A particularly important KPI is the “Time-to-Detect” metric, since it measures ijwnload Th_e Guide
how quickly the attack is detected, and thus, when does mitigation begin. Six Sla Questions to
Not including this metric effectively allows the DDoS service provider to Ask Your DDoS l/endor
define for themselves the time when mitigation should begin. to Learn More

Another important metric is “consistency of mitigation.” This metric tests
the ratio of malicious traffic allowed through versus bad traffic that is
stopped. Essentially, this measures the effectiveness of mitigation since it
verifies that malicious traffic is actually being stopped and defense are not
deployed ineffectively.

Step 5: Consider Upgrading Your DDoS Defenses

Once you have completed an assessment of the attack, the damages, any potential weak spots, and the
effectiveness of your existing defenses, now is the time to evaluate if you should upgrade your protection

An enterprise-grade DDoS protection service should provide you with technology, capacity and service
guarantees to ensure full protection against any type of DDoS threat.

Evaluate your analysis and ask yourself the following questions:

2 Did my defenses stop the attack?

71 Was all attack traffic stopped or did some get through?

A Were my users able to escape the impact of the attack, either directly or as false positives?
7 Did my security vendor deliver all guaranteed services and meet contractual obligations?

If the answers to those questions is “yes,” then you are well protected. If the answer to one or more of these
questions is “no,” you should consider alternatives.

Learn More About DDoS Protection and Datacenter Securit

For Any Environment — On-Premise, Private or Public Clouds
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About Radware
Radware® (NASDAQ: RDWR) is a global leader of cybersecurity and application delivery solutions for physical, cloud and

software-defined data centers. Its award-winning solutions portfolio secures the digital experience by providing infrastructure,
application and corporate IT protection and availability services to enterprises globally. Radware’s solutions empower more
than 12,500 enterprise and carrier customers worldwide to adapt quickly to market challenges, maintain business continuity
and achieve maximum productivity while keeping costs down. For more information, please visit www.radware.com.

Radware encourages you to join our community and follow us on: Radware Blog, LinkedIn, Facebook, Twitter, SlideShare,

YouTube, Radware Connect app for iPhone® and our security center DDoSWarriors.com that provides a comprehensive
analysis of DDoS attack tools, trends and threats.

© 2022 Radware Ltd. All rights reserved. The Radware products and solutions mentioned in this ebook are protected by trademarks, patents
and pending patent applications of Radware in the U.S. and other countries. For more details, please see: https://www.radware.com/
LegalNotice/. All other trademarks and names are property of their respective owners.
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